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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[TIK-1 CiocoGeH aqMUHUCTPUPOBATH MTOJICUCTEMBI 3aIIUTHI HH(POPMAIIUH B OTIEPAITMOHHBIX CUCTEMAX

1.2 Tumel 3aga4 npoQecCHOHANBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecsi B paMKax

OCBOCHHUA NJUCHUIIIIUHBI:

- OpraHU3alMOHHO-YIIPaBIEHYECKUN

1.3 JlucuuriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCsl K MPO(ecCHOHAIbHOM AEATENbHOCTH B
chepax: 06 Cpsa3b, HH(POpPMAIMOHHBIE W KOMMYHUKAIMOHHBIE TEXHOJOTHMH (B cdepe TEeXHUKU U
TEXHOJIOTHH, OXBAaTBIBAIOIIEW COBOKYIHOCTb NpOOIEeM, CBA3aHHBIX C OOECHEeYeHHEM 3aIlUIIEHHOCTH
00beKTOB HWH(pOpPMATH3AIMM B YCJIOBUSAX CYIIECTBOBAaHUS yrpo3 B HHGOPMALMOHHOW cdepe),
Ob6ecneuenne 6e3omacHOCTH (B cepe 3amuTthl nHpopmanun), Chepa npaBooXpaHUTEIBHOMN AEATETBHOCTH

1.4 B pe3ynbTare 0CBOCHHS JUCLHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:
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O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnereniuu ®I'OC BO,
HEOOXOOUMOM IS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccroHaIbHbIe (opMHUpPOBaHHS TPYIOBOTO
nercTBus (MIpH HAUTHIUAH WIH PO eCCHOHATBLHOTO
npodcTangapra) TEHCTBUS
[IK-1 Cnocoben AIMHHUCTPUpPYET KpUNTOrpaQuyecKue MPOTOKOJIBI B
aJIMUHUCTPHUPOBATH OTIEPaLlHOHHBIX CUCTEMAax

MOACHUCTEMBI 3aLIUTHI
nHpOpPMAINH B
OTIEPaLlHOHHBIX CUCTEMAax

1.5 CornacoBanue MEXAUCITUIUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CTIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

I[IK-1 Crocoben
OTIepPaITMOHHBIX CUCTEMAaX

aMHUHHUCTPUPOBATD

Ne
n/m

HanmenoBanme
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

3141516

1 [AganTuBHas
Kpunrorpadpuueckue
MPOTOKOJIBI

2 |be3omacHble
WH(pOpPMAIIMOHHBIC
TEXHOJIOTUHU

3 [Kpunorpaduyeckue
MIPOTOKOJIBI

4 |O3HakoMuUTENbLHAS
IIPaKTHKA

5 {OcHOBEI
MPOrpaMMUPOBAHUS B
KOPIOPaTUBHBIX
UH(POPMAITMIOHHBIX
cHCcTEMaxX

6 [IIporpammHo-anmapar
HBIE CPENICTBA 3ALIUTHI
UHpOpMaLIH

OACUCTEMBI

3amuThl  WHQOpPMAIMK B
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2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:

Huctunmmaa «Ha anmmiickom  s3eike  Cryptographic protocols» oTHocuTcsi K 4acTu, (GopmMupyemoit
y4aCTHUKaMH 00pa30BaTeIbHBIX OTHOIICHUH, ydeOHoro turana OIl mo nanpasnenuto moarorosku 10.03.01
- UadopmanmonHas 6€301MacHOCTb.

JuctuminHa «Ha anruiickom si3bike Cryptographic protocols» nsydaercst B 7 cemecTpe.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM QUCIUIUIMHEL: 2 3.€.
Oumnas: 2 3.e.

Ounas

Bup yueOHOIT paboThI
Ay p (Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 72
KonTaktHas pabora 32
Jlexnuu (Jlekiun) 16
Jlaboparopnsie (J1a6. pab.) 16
CamocrostenbHas pabota (CP) 40

3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | @opMbI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|]0]|O
7 cemecTp
1 Key exchange 312 |5 Bomnpocsr mst
protocols CaMOITOJTOTOBKH
2 Authentication Bomnpocsr mst
(identification) 213 5 |camomonroroBku/Jla
protocols O0opatopHas pabota
3 Electronic Signature Bomnpocsr nnst
Protocols 2 | 2 | 6 |camomoaroroBku/Jla
OoparopHast pabora
4 Integrity Control Bomnpocsr mst
Protocols 2 2 6 |camonoarorosku/Jla
OopatopHas pabota
5 Electronic Payment Bomnpocsr nns
2 12 |6
Records CaMOTIOATOTOBKHU
6 Voting records > 136 Bomnpocs! ams
CaMOTIOATOTOBKHU
7 Secret Multilateral Bomnpocsr nns
Computing and 312 |6 camomnoaroroBku/Jla
Secret Separation 6opatopHasi paboTa
Protocols

Tema 1. Key exchange protocols



Jlekumus.
General provisions. Diffie-Hellman-Merkle algorithm. BB84 Protocol.
JlaboparopHbie padoThbI.
. Define "session key."
. Describe the Diftie-Hellman-Merkle key exchange algorithm.
. Dynamic key distribution.
. Calculating the key hash code.
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. What is explicit key authentication?
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
. Define "session key."

p—

2. Describe the Diffie-Hellman-Merkle key exchange algorithm.
3. What is the difference between quantum encryption and quantum key exchange protocol.

Tema 2. Authentication (identification) protocols
Jleknus.

General information, password identification/authentication, hash authentication/authentication protocol,
public key encryption authentication/authentication protocol, Kerberos authentication server, biometric
identification/authentication, ID-cards and electronic keys.

JlaboparopHbie padoThbI.

In the laboratory work, the sequence of identification/authentication procedures should be given using the
following methods:

- based on the RSA algorithm;
- according to the Schnorr scheme;
- according to the Feige-Fiat-Shamir scheme.
When preparing a report, you must provide key generation and authentication tables. As a random number
(k or 1), take the codes, respectively, of the 1st, 2nd and 3rd letters of their last name according to their
position in the alphabet.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
. Define the concepts: "identification," "authentication,

nn

authorization."

. What can serve as an authenticator?

. List the main ways to organize identification and authentication.

. List the merits and disadvantages of password authentication.

. Describe the identification and authentication protocol scheme based on the RSA algorithm.
. What is the essence of evidence with zero disclosure.

. Describe the Kerberos authentication server protocol schema.

. List the main biometric characteristics.
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Tema 3. Electronic Signature Protocols
Jlekumus.

General information. Protocol based on the RSA algorithm. Algorithm of digital signature GOST 34.10-94.
Algorithm of digital signature GOST R 34.10-2001 and GOST R 34.10-2012. Varieties of EP. Legal
grounds for using EP.

JlaboparopHbie padoThbI.

In the laboratory work, it is necessary to provide the sequence of execution of the EDS generation and
verification procedures using the following methods:

- based on the RSA algorithm;
- as per GOST 34.10-94;
- as per GOST 34.10-2001.



When preparing the report, it is necessary to provide tables for generating keys, sending a message from the
EDS and receiving a message from the EDS. As the hash image of the original message h (T), accept the
codes of the 1st, 2nd and 3rd letters of their last name, respectively, according to their position in the
alphabet.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. Define the term "electronic signature."
2. Describe the sequence of actions of the protocol participants when sending and checking the display.
3. What is the order in which the keys are used (public; closed) when sending and checking the display?
4. Describe the RSA protocol diagram.
5. List the special diagrams of the display.
6. What is the purpose of the enactment of the Federal Law "On Electronic Signature"?

Tema 4. Integrity Control Protocols
Jlexknus.

General information. Parity check. Use of check digits. Using checksums. Use of Hamming codes. Use of
ECC. Use of EP. Using MAC codes. Combined methods (using the example of hard magnetic disks).

JlaboparopHbie padoThbI.
Job 1:
In laboratory work, control data must be determined using the following methods:

- parity bits. Accept the bit representation of the letters of the last name as initial data in accordance with the
Windows 1251 encoding;

- check digits. As initial data, accept the required number of digits (with the exception of the control) from
the line consisting of the codes of the letters of the last name, first name and patronymic according to their
position in the alphabet:

- according to the Moon algorithm (15 digits);

- for barcode according to the EAN-13 standard (12 digits);
- for the TIN of an individual (10 digits);

- for railway station codes (5 digits);

- checksums (CRC). As initial data, take the codes of the 1st, 2nd and 3rd letters of your last name
according to their position in the alphabet for the generating polynomial - G (x) = x4 + x1 + x0.

- ECC code. As input, accept the first 11 bits of the first two letters of your last name according to the
Windows 1251 encoding. Calculate the vectors of control bits and syndromes, as well as parity bits in the
absence of error, single and double error.

When preparing the report, it is necessary to provide the necessary tables, input data, calculations and
results.

Task 2:

In laboratory work, it is necessary to obtain the MAC code of a message consisting of the first eight letters
of your last name using the DES-CBC algorithm. If the number of letters in the surname is less than 8
letters, then you must add the missing number of letters from the name. Select the first 7 letters of the
message as the key; sync links - 64-bit string of interleaved 1 and 0 (10101010... 10).

When preparing the report, it is necessary to provide:

- theoretical part including "Block Encryption Scheme," "Encryption Function Scheme," "Key Element
Generation Scheme" and "DES Algorithm Scheme in Cipher Block Coupling Mode";

- an encrypted message (8 letters of the last name) in character and bit representation in accordance with the
Windows 1251 encoding;

- synchronous message in bit representation;

- result of modulo 2 addition of the encrypted message and sync link;

- key (7 letters of last name) in character and bit representation in accordance with Windows 1251 encoding;
- key in bit representation taking into account parity bits;

- key elements ki;

- result of initial IP permutation;



- half blocks Hi and Li, f (ki, Li), Hi® f (ki, Li);
- is the result of a finite permutation of the IP-1.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. List the main ways to monitor integrity.
2. What is the parity bit and how is it used to monitor integrity?
3. What is the purpose of S.M.A.R.T. technology?

Tema 5. Electronic Payment Records
Jlekumus.

General information, plastic cards, surrogate payment means in the Internet, settlements with plastic cards
in the Internet, electronic wallets in the Internet, digital money.

JlaGopaTopHbie padoThbI.
. List the main types of electronic payments.
. What is the difference between personalized payment systems and anonymous ones?
. What's the difference between debit cards and credit cards?
. What is the closing factor used for?

DN AW N =

. Anonymous payment systems.
3ajanus AJ151 CAMOCTOSITEIbHOM PadoThlI.
. List the main types of electronic payments.
. What is the difference between personalized payment systems and anonymous ones?
. What's the difference between debit cards and credit cards?
. What is the closing factor used for?

AW N =

Tema 6. Voting records
Jlekumus.

General information, some options for implementing electronic voting protocols, Russian experience in
electronic voting.

JlaGopaTopHbie padoThbI.
. Name the advantages and disadvantages of traditional ("paper") voting.
. What is meant by electronic voting?
. Name the basic properties of an ideal voting protocol (according to B. Schneier).
. What is the difference between USG and KOIB?
. Use of electronic signatures for votes.

D AW N ==

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThlI.
. Name the advantages and disadvantages of traditional ("paper") voting.
. What is meant by electronic voting?
. Name the basic properties of an ideal voting protocol (according to B. Schneier).
. What is the difference between USG and KOIB?

AW N =

Tema 7. Secret Multilateral Computing and Secret Separation Protocols
Jlekumus.

Clandestine multilateral computing. Secret partitioning and partitioning protocols. Breaking a secret using
gamming. Separation of the secret according to the Shamir scheme (Lagrange interpolation polynomials).
Asmouth-Bloom secrecy separation. Other varieties of secret separation schemes.

JlaboparopHbie padoThbI.
The following protocols shall be followed in laboratory work:

- secret multilateral calculations for calculating the average of three numbers. As initial data, accept the
codes of the 1st, 2nd and 3rd letters of your last name according to their position in the alphabet;



- secret partitioning with the use of gamming for three participants. As a secret, take the first 3 letters of the
surname, for scales - any three-letter combinations;

- separation of the secret according to the Shamir scheme for the (3, 5) threshold scheme. As a secret, S
adopt the code of the Ist letter of his surname according to its position in the alphabet;

- Asmouth-Bloom secret separation for (3, 5) threshold scheme. As a secret, S accept the code of the 1st
letter of his surname according to its position in the alphabet.

When preparing the report, it is necessary to provide initial data and tables containing the sequence of
protocol execution.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. Why do I need to use public key encryption in clandestine multi-party computing?
2. Which is the (m, n) threshold secret separation scheme.
3. Purpose of the Lagrange interpolation polynomial.
4. Essence of the Chinese residue theorem.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

7 cemecTp
* mocenraemocts — 10 GamtoB
*  TEKyIHUHd KOHTPOJIb — 50 OamioB
*  KOHTPOJIBHBIEC Cpe3bl — 2 cpe3a mo 20 6aIoB KaK bl
* mpeMuanbHBIE OaiuTel — 20 6aioB

Pacnipenenenne 6aJiioB 10 3aaHHSIM:

No  [HaszBanue Ttembl | DopMbl Max. Mertoauka mpoBeIeHUS 3aHATUS U OLICHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. | Key exchange |Bompocst 10 MeToauka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.
protocols IR 9 0alIoB CTABATCS TOIJA, KOTA:
caMoIIoAr * CTyZieHT CBOOO/THO MMPUMEHSICT 3HAHUS HA MPAKTHUKE;
OTOBKH * He nomyckaeT ommOOK B BOCIIPOU3BEICHUN H3YYCHHOTO MaTepraa;

* CTyICHT BBIJICIISCT ITIaBHBIC IMOJIOKEHUS B U3YYCHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyzieHT ycBauBaeT Bech 00beM MPOrPaMMHOTO MaTepHuaia.

6 0alIoB CTABATCS TOIJA, KOTA:

* CTyIeHT 3HaeT BeCh U3YUCHHBIA MaTepual;

» OtBevaeT 6e3 0COOBIX 3aTPYIHEHUH Ha BOMPOCHI NPEIoIaBaTes;

* CTyZIeHT yMeeT IPUMEHSTh TOJTYUYCHHBIC 3HAHHS Ha TIPAKTUKE;

* B yCIOBHBIX OTBETax HE JIOMYCKAET CEPhE3HBIX OIIMUOOK, JIETKO
YCTpaHsSIeT ONPEACICHHbIE HETOYHOCTH C MOMOIIBIO JOTOIHUTEIbHBIX
BOIIPOCOB MpEMoiaBaTesl.

3 Oaia cTaBUTCS TOIJA, KOTZAA:

e CrymeHT OOHapyXWBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIBITHIBAET 3aTPYIHCHHUSI npu ero CaMOCTOSATEIILHOM
BOCIIPOU3BEJCHUM U TpeOyeT JOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenmounTaet 0oTBEUaTh Ha BONPOCKHI BOCIIPOU3BOISIIETO XapaKTepa
Y WCIBITBIBACT 3aTPYJHCHHS TPU OTBETaX Ha BOCHPOU3BOISIINC
BOIPOCHL.

Bann He HauMCIAEeTCS TOTA, KOI/a:

* YV CTyleHTa MMEIOTCA OTACIbHBIC NPEACTABICHHUS 00 HM3y4aeMOM
Marepuase, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.




Authentication |Bompocsl 20 MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.
(identification) IS 20 6an10B cTaBIATC TOrOa, KOTAa:
protocols camMomnoar * CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;
otoBku/JI * He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
adoparop * CTyZIEeHT BBIICIISACT TJIaBHBIC MTOJIOKEHUS B H3YYCHHOM MaTepualie u
Hast HE 3aTPyAHSETCS B OTBETaX Ha BUJOU3MECHEHHBIC BOTIPOCHI;

padora(x * CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

OHTPOJbH 13 GamioB cTaBsATCS TOT/A, KOT/A:

blIii cpe3) * CTy[IeHT 3HaeT BECh U3YUEHHBIN MaTepHa;
» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;
* CTyJIeHT yMeeT IPUMEHSATh TIOTYYCHHBIC 3HAHUS Ha TIPAKTUKE;
* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPaHSET OMPE/ICIICHHBIC HETOYHOCTH C IIOMOIIBIO JOMOTHUTEIBHBIX
BOIPOCOB MPENOaBaTesl.
5 0ayJIOB CTABUTCS TOTJA, KOTIA!
* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
WCTIBITHIBACT 3aTPYTHCHHUS npu ero CaMOCTOSTEIILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIPOCOB MPETOAABATENS,
* [IpenmounTaet oTBEYaTh Ha BOMPOCHI BOCIIPOU3BOJISIIETO XapaKTepa
Y WCIBITHIBACT 3aTPYJHCHHS TPU OTBETaX Ha BOCHPOU3BOJISIINC
BOIIPOCHI.
Bann He HaumncnseTcs Toraa, Koraa:
* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

Electronic Bompocsr 10 MeTonuka OIICHKH CaMOIIOJITOTOBKH CTYICHTOB.
Signature TUTS 9 0aymToB CTaBSTCS TOT/A, KOTTIA:
Protocols CaMOTIO/T * CtyneHT cBOOOTHO MPUMEHSET 3HAHUS Ha TPAKTHKE;

oroBku/Jla * He nomyckaeT ommO0OK B BOCIIPOU3BEICHUHN H3YYEHHOTO MaTeprana;

6oparopHa * CTy#eHT BBIIEINSET IIaBHBIC MTOJIOKEHHS B M3yYEHHOM MaTepHale

s pabota He 3aTPyAHSETCA B OTBETAaX Ha BUJOW3MEHEHHBIE BOTIPOCHI;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuraa.

6 0asI0B CTaBITCA TOTIA, KOTAa:

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepHalr;

* OTBevaer 6e3 0COOBIX 3aTPyTHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT NPUMEHSTH ITOJyYCHHbIC 3HAHHS Ha MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKaeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsIeT OIpeICIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

3 Gajia CTaBUTCA TOINA, KOra:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSONIIX
BOIIPOCOB TPETOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOJIAIIETO XapaKkTepa
W WUCTBITHIBACT 3aTPYJHEHUS TPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He Hauncnsiercs Torna, Korna:

* V CTyleHTa UMEIOTCS OTJENbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuaie, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.
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MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

9 0alIoB CTaBATCS TOIJA, KOTA:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyZIEeHT BBIICIISACT TJIaBHBIC MTOJIOKEHUS B H3YYCHHOM MaTepualie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

6 0alIoB CTaBATCS TOIJA, KOTZA:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyJIeHT yMeeT IPUMEHSATh TIOTYYCHHBIC 3HAHUS Ha TIPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

3 Oata cTaBUTCS TOIA, KOTJA:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIBITHIBAET 3aTPYTHCHHUS npu ero CaMOCTOSATEIILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bann He HauMCIAETCS TOTA, KOI/A:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

Electronic
Payment
Records

Bonpocsl
Il
camonoar
0TOBKH(K
OHTPOJIbH
blii cpe3)

20

Merto/viKa OIIEHKH CaMOTIOITOTOBKH CTY/ICHTOB.

20 6anI0B cTaBITCS TOrOA, KOTAa:

* CtyneHT cBOOOTHO MPUMEHSET 3HAHUS Ha TPAKTHKE;

* He nomyckaer ommboOK B BOCIIPOU3BEJACHUN H3yYEHHOTO MaTepHara;
* CTylIeHT BBIICTISICT TIABHBIEC TIOJIOKEHUSI B U3YYCHHOM MarepHase
HE 3aTPYJHSETCS] B OTBETaX Ha BHJOU3MEHEHHBIC BOITPOCHL;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuraa.

13 GauIoB cTaBATCS TOIIA, KOraa:

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepHalr;

* OTBevaer 6e3 0COOBIX 3aTPyTHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT NPUMEHSTH ITOJyYCHHbIC 3HAHHS Ha MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKaeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsIeT OIpeICIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

5 0aJuUIOB CTABUTCS TOT/A, KOT/A!

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSONIIX
BOIIPOCOB TPETOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOJIAIIETO XapaKkTepa
W WUCTBITHIBACT 3aTPYJHEHUS TPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He Hauncnsiercs Torna, Korna:

* V CTyleHTa UMEIOTCS OTJENbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuaie, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.
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Voting records

Bormpocsr
IS
camornonr
OTOBKH

10

MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

9 0alIoB CTaBATCS TOIJA, KOTA:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyZIEeHT BBIICIISACT TJIaBHBIC MTOJIOKEHUS B H3YYCHHOM MaTepualie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

6 0alIoB CTaBATCS TOIJA, KOTZA:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyJIeHT yMeeT IPUMEHSATh TIOTYYCHHBIC 3HAHUS Ha TIPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

3 Oata cTaBUTCS TOIA, KOTJA:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIBITHIBAET 3aTPYTHCHHUS npu ero CaMOCTOSATEIILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bann He HauMCIAETCS TOTA, KOI/A:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

Secret
Multilateral
Computing and
Secret
Separation
Protocols

Bomnpocs
TUTST
camoroar
oroBku/Jla
OopaTtopHa
st pabota

10

Merto/viKa OIIEHKH CaMOTIOITOTOBKH CTY/ICHTOB.

9 0asI0B CTaBITCS TOTOA, KOTAa:

* CtyneHT cBOOOTHO MPUMEHSET 3HAHUS Ha TPAKTHKE;

* He nomyckaer ommboOK B BOCIIPOU3BEJACHUN H3yYEHHOTO MaTepHara;
* CTylIeHT BBIICTISICT TIABHBIEC TIOJIOKEHUSI B U3YYCHHOM MarepHase
HE 3aTPYJHSETCS] B OTBETaX Ha BHJOU3MEHEHHBIC BOITPOCHL;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuraa.

6 0asI0B CTaBITCA TOTIA, KOTAa:

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepHalr;

* OTBevaer 6e3 0COOBIX 3aTPyTHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT NPUMEHSTH ITOJyYCHHbIC 3HAHHS Ha MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKaeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsIeT OIpeICIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

3 Gajia CTaBUTCA TOINA, KOra:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSONIIX
BOIIPOCOB TPETOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOJIAIIETO XapaKkTepa
W WUCTBITHIBACT 3aTPYJHEHUS TPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He Hauncnsiercs Torna, Korna:

* V CTyleHTa UMEIOTCS OTJENbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuaie, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.

ITocemaeMocThb

10

10 points - the student attended all 100% of classes 6-7 points - the
student attended at least 80% of classes 4-5 points - the student
attended at least 50% of classes 1-3 points - the student attended at
least 25% of classes If the student attended less than 25% of classes,
points are not awarded.
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9. [IpemuansHbie OaIbl 20 Additional bonus points can be awarded: - for a project
commissioned by the employer and implemented in practice - 20
points; - constant activity during practical exercises - 10 points; -
fully prepared for publication article on subjects within the discipline
- 10 points; - participation with a report in the All-Russian Olympiad
on the subject of the studied discipline - 20 points; - participation in
the exhibition on the subject of the studied discipline - 20 points; -
publication of an article on the subject of the studied discipline in the
collection of student works/materials of the All-Russian Conference

10. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  PEeHTUHTOBOM  OLIGHKM 1O JAMCUUIUIMHE B TPAaTULMOHHYIO
YeThIpeX0aIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cuctema Tpagunuonnas cucrema

50 - 100 6aiuioB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
Bonpocs! 1J1s1 caMONOATOTOBKH

Tema 1. Key exchange protocols

—

. [laiiTe onpeneneHre MOHITUIO «CEAHCOBBINA KITHOW».
2. Onumute anroput™ oomena kiarouamu Juddu-Xennmana-Mepkia.

Tema 5. Electronic Payment Records
. [lepeuncnure OCHOBHBIE pa3HOBUAHOCTH JIEKTPOHHBIX IUIATEKEMN.
. B yem oTnuure nepcoHOPUIIMPOBAHHBIX IUIATEKHBIX CUCTEM OT aHOHUMHBIX?
. B uem otnmume 1e6eTOBBIX KapT OT KPEAUTHBIX?
. JlJ1s 9ero NCIOoJIb3yeTCsl «3aKpbIBAIOIIMI MHOKUTEND) ?

hn B W =

. AHOHUMHBIE CHCTEMBEI OILIATHI.

Tema 6. Voting records
. HazoBuTE NOCTOMHCTBA M HEOCTATKH TPAAUIIMOHHOTO («OyMasKHOT0») TOJIOCOBAHUS.
. UTo noHMMaeTcs noJ AIEKTPOHHBIM I'OJIOCOBAaHUEM?
. HazoBuTE OCHOBHBIEC CBOICTBA HJICATHLHOTO MPOTOKOJIA rojocoBanus (1o b. [Inaiiepy).
. B uem otnmnumne YCI' or KOUB?
. Mcrionb30BaHuE SIIEKTPOHHBIX MOANMCEN IJI TOJIOCOBAHUM.

D AW N -

Bonpocsl pis1 camonoarorosku/Jladoparopnas padora

Tema 2. Authentication (identification) protocols
. JlaiiTe onpeneneHue MOHATUAM: «HICHTUDUKALUAY», «ayTeHTU(DUKALIHSD), «aBTOPU3ALIUY.
. UTO MOXKET CITy’KUTh B KaueCTBE ayTeHTH(UKaTopa?
. [lepeuncnute OCHOBHBIE CITIOCOOBI OpraHU3aluy UACHTU(UKALNY U ayTeHTU()UKALIUH.
. [lepeuncnuTe TOCTOMHTCTBA M HEOCTATKH MAPOIHHON ayTCHTH()HKAIIIH.
. Onummre cxeMy mpOTOKOIa HACHTU(PUKAIINY U ayTeHTU(HUKAIMK Ha OCHOBE anroputMa RSA.
. B ueM cyTh 10Ka3aTeNbCTBA C HYJIEBBIM pa3IJIAlICHUEM.

~N N D kW N -

. Onumure cxeMy mpoToKoia ceppepa ayreHtudukanuu Kerberos.

13



AN DN B~ W N =

DN A W N =

1.

. Ilepeuncnute OCHOBHbIE OMOMETPHUUECKHUE XapAKTEPUCTUKU.

Tema 3. Electronic Signature Protocols

. JlaiiTe onpeneneHre NOHATUIO "3JIEKTPOHHAS TTOAMKCH".

. Onuimre nocien0BaTeIbHOCTh IEMCTBUIN YUaCTHUKOB MTPOTOKOJIA MPU OTHpaBKe U mposepke D11
. Kaxkoii mopsiiok HCTob30BaHus KITFOUEH (OTKPBITHIN; 3aKPBITHIN ) PU OTIIPaBKe U nmpoBepke 11?7
. Onumure cxemy nporokona JI1 Ha ocHoBe anroputma RSA.

. [lepeuncnure cnenuanbHbie cxembl JI1.

. HazoBure nens BBeneHus B AeiictBue depepanbHoro 3akoHa "O0 3eKTpoHHOM moanucu".

Tema 4. Integrity Control Protocols

. [lepeunciure 0CHOBHBIE CTIOCOOBI KOHTPOJIS 1IETOCTHOCTH.

. UTo Takoe OUT YeTHOCTH U KaK C MOMOIIBIO HETO OCYIIECTBISIETCSI KOHTPOJIb [[ETIOCTHOCTH?
. i gero npennasnadena texuomorust S.M.A.R.T.?

. Ipunnun padorer CRC.

. [Ipunnun padoter ESP.

Tema 7. Secret Multilateral Computing and Secret Separation Protocols
Jlnist gero HeoOXOAUMO NMPUMEHEHHE MIM(PPOBAHUS C OTKPHITHIM KITIOUOM B TAHBIX MHOTOCTOPOHHUX

BBEIYUCIIEHUIX ?

2.
3.
4.
5.

Uto o3Havaet (m, n)—MOpOroBasi cxeMa paseieHHs CEKpeTa.
Ha3znauenve HHTEpHOIALIMOHHOTO TOJIMHOMA Jlarpanka.
CyniHocTh KUTaCKON TeOpeMbl 00 0cTaTKax.

3agadya BuzaHTUIICKUX T€HEPAJIOB.

4.3 IIpomexxyTouHast aTTeCTaIMs 110 JUCIUIUIMHE IPOBOIUTCS B popMe 3adeTa

0 3 N L LN

[ T = T e Y e S e O I S G S N o}
O 00 1 N L A W N — O

Tunossblie Bonpocsl 3auera (IIK-1)

. Integrity control protocols.

. Electronic payments.

. Classic ("paper") voting.

. Russian experience of electronic voting.
. Secret separation protocol.

. Coin toss protocol over the phone.

. Clandestine multilateral computing.

. Complexity of algorithms.

. Primes.

. Decomposition of a number into prime multipliers.

. Find the initial list of primes.

. Testing the number for simplicity.

. Determination of the largest common divisor.

. Basic information about crypto analysis and attacks on cryptosystems.
. Classical steganography.

. Computer steganography.

. General Coding Information.

. Public code systems.

. Secret code systems.

Tunosble 3axanus s 3a4era (IIK-1)
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Encrypt your last name and first name using ciphers:
- cipher "Crossroads";
- are ciphers using a triangle.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Ouetika S — Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTEIH
TIOCTYKCHISI pe3YJIBTaTa)
«3aYTEHO» ITK-1
(50 - 100 6anoB)
«HE 3aYTEHO» [K-1
(0 - 49 6amnon)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 0 OCBOCHHM IO TMCHUILIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHus IO OPraHU3aIlUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OO0ydaromuMcsi HEOOXOAMMO O3HAKOMHUTHCS
comepkanreM paboueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHue, oObeM, a
TaK)Ke MOPSAIOK U3YUEeHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT paszieisl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfeNbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, a TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTonmyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, IPOrpaMMHOE OOecCIeyYeHuE,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JTUCUUTUIAHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHaa HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
TUTEPATYPHL;

- IPYU CAMOCTOATEIHLHOM U3YYEHHU TE€OPETUYECKON TEMBI CAENaTh KOHCIEKT, UCIOb3Ysl PEKOMEHI0BaHHbIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepHalibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JIHUTEPATYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
MCTOYHUKOB M JIUTEPATYPhI IO TEMATHKE JCKIIHA.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmenieHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIUTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIOJIHEH B paMKax pacliedyaTKd BbIIa4uH
MPe3eHTAlUi JIEKIUH WM B OTACNIBHOW TeTpaau mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.




KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
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1. Tam6 roc. yu-T um. I'.P. Jlep>xaBuna, H-T Marematuku, Gu3uku 1 nHGopmarnku TexHUUeCKas 3anuTa
nHpopmaruy : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpoHn. ont. guck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. Jlomarun /1. B. [IporpamMmMmHo-anmaparHas 3ammTa HHGOPMAIMH : 3JIEKTPOH. yued. mocodue. - TamOo0B:
[b. n.], 2014. - 1 snextpoHn. ont. guck (CD-ROM)

4. Jlonatun JI. B. Texnonorust nHpopmMarimoHHOM 0€30MaCHOCTH M METOMIOJIOTHS 3aIlUThl WH(pOpMAIUH :
ANMEKTPOH. yuel. mocodue. - Tam60B: [b. u.], 2014. - 1 anekrpon. ont. guck (CD-ROM)

5. Jlomarun JI. B. 3amuTa oT BpeJOHOCHBIX IPOTPAMM : 3JIEKTPOH. y4eb. mocoodwue. - TamoOoB: [b.1.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6. Jlormatun /I.B., Yupkun E.C. 3amuTa 35eKTpOHHOTO JTOKYMEHTOOOOpPOTa B KOMITBIOTEPHOW CHUCTEME :
ANMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanextpon. ont. auck (CD-ROM)

7. Jlonarun JI.B., Yupkun E.C. 3amura nHGOPMAIIMOHHBIX MPOIECCOB B aBTOMATU3UPOBAHHBIX CUCTEMAX :
ANMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanextpon. ont. auck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpATYpA:

1. bexpoys, A. Kpuntorpadus u 6e3onacHoCTb ceTeil : yueoHoe mocoowue. - 2020-11-14; Kpunrorpadus u
0e3omacHOCTh cereld. - MockBa, CaparoB: Hutepner-YuuBepcuter WHpopmarmoHHbXx TexHOMOTHI
(MHTYUT), By3osckoe obpazoBanue, 2017. - 782 c. - Teker : anexrponnsiii / [IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/72337 . html

2. Arpanosckuii, A. B., Xamu, P. A. [Ipaktuueckas kpunrorpadus: aJirOPUTMbI K KX TTPOTPaAMMHUPOBAHHE. -
2021-05-25; [Ilpaktuueckass kpunrorpadus: ajdropuTMbl W WX TNporpaMMHpoBaHue. - MocCKkBa:
COJIOH-ITpecc, 2016. - 256 c¢. - Tekct : oanekrponnbii // IPR BOOKS [caiir]. - URL:
http://www.iprbookshop.ru/90248. html

3. I'pubynun, B. I, Mapteinos, A. I1., Hukonaes, /1. b., ®omuenko, B. H. Kpuntorpadus u 6e30macHoCTh
nudpoBbIX cucteM : ydyeOHOoe mocodme. - Bech Ccpok oxpaHbl aBTOpCcKOro mpama; Kpumnrorpadus wu
6e3omacHOCTh IUGPOoBBIX cucTeM. - Capos: Poccuiickuii penepanbubiii simepublil ieHTp — BHUND®, 2011.
- 411 c. - Tekct : anexrponnsiii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/60851.html

4. PomanbkoB, B. A. AnreOpamueckas kpunrorpadus : monorpadus. - 2023-06-30; AnreGpandeckas
kpunrorpadus. - Omck: OMckuii rocynapcTBeHHbIi yauBepcutet uM. @.M. Jlocroesckoro, 2013. - 136 c. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/24868.html

6.3 NHbIe HCTOYHUKU:

1. Kypnan «Maremarnyeckue BOITPOCHI KpHUnTorpadum» -

http://www.mathnet.ru/php/journal. phtml?jrnid=mvk&option_lang=rus

2. XKypnan «BIS Journal - Uadopmarmonnas 6e3omacHoCcTh 6aHKOBY - https://journal.ib-bank.ru/pub/169
3. Kypnan «3anumarenbHas kpunrorpadus» - https://bigmir81.livejournal.com/420975 . html

4. bnor«Kpuntorpadus. lludposanue n kpunroananus» - https://habrahabr.ru/hub/crypto/page4/

5. Kypnan «be3onacHocTs HHPOPMAIIMOHHBIX TEXHOJIOTHI» - https://bit.mephi.ru/index.php/bit

6. Kypnan «Mwup I1K» - https://www.osp.ru/pcworld

7. MaTepuajbHO-TeXHHYeCKOe ofecnedeHHe TUCIUILINHBI, TPOrpaMMHOe o0ecrnedyeHue,
npodeccuoHa bHbIe 623bI JTAHHBIX U HH(OPMALMOHHbIE CIPABOYHBIE CHCTEMbI

Jlnst mpoBeneHUsl 3aHATHA MO JUCIMIUIMHE HEOOXOAWMO CIEIyHoIlee MaTepUuaibHO-TEXHUIECKOEe
oOecriedeHre: ydeOHbIC ayAUTOPHH UIsl TPOBEICHHS 3aHATHH JICKIMOHHOTO W CEMHHAPCKOTO THIIA,
TPYIIOBBIX W HMHIMBHUIYaJTbHBIX KOHCYJIBTAllMH, TEKYIIEr0 KOHTPOJIS W TPOMEXKYTOUHOW aTTECTAIlHH,
TIOMEIICHUS ISl CAMOCTOSITEIbHOM PabOoTHI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSTEIIFHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.
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[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JIuneH3noHHOE U CBOOOIHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTiedYeHHE:
Omneparmonnas cuctema "Anst O6pazoBanue"

LibreOftice

Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Kaspersky Endpoint Security 10 aiis Windows "JlaGopartopus Kacnepckoro" 26.07.2018

[Ipodeccuonanbubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccuiickas rocynapctBernas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubmanoreka. — URL: http://nlr.ru

7. Dnexkrponnas o6uomuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

JyIeKTpPOHHAs HH(POPMALIMOHHO-00pa3oBaTesIbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnogaBarensi M CTyAEHTa B Iporecce OOy4YeHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEJICKOMMYHUKALMOHHBIX TEXHOJIOTHH, MCHOIb3yEeMbIX B
AIIEKTPOHHON MH(POPMAIIMOHHO-00pa30BaTeIbHOM Cpelle YHUBEPCUTETA.



